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Technical Overview

MindLink Product Suite
The MindLink product suite is a series of components that work 
together to deliver ultra-secure, mission-focused collaboration.

MindLink Chat Engine (MCE) – Backend collaboration platform.

MindLink Anywhere (MLA) – Lightweight web client.

MindLink Mobile (MLM) – Stateless mobile client.

MindLink API (ML API) – Managed, RESTful chat bot API.

Key Mission Features:

•	 Mission-focused UX

•	 Group Chat Rooms

•	 Endpoint Presence

•	 Rich Message Content

•	 File Transfer

•	 Persistent History

•	 Role Aliases

•	 Powerful Search

•	 Conversation Threading

•	 Custom Filters

•	 @Mentions

•	 Classification Labelling

•	 Email Notifications

•	 Managed Chat Bot API

3rd Party Integrations:

•	 Enterprise Identity & Access 

Management (IDAM)

•	 Custom IDAM & Attribute-

Based Access Controls (ABAC)

•	 UC Modalities (e.g. Microsoft)

•	 Pre-Authentication

•	 Audit and Compliance Vaults

•	 Automated Mission Systems

Security Features:

•	 Strong, multi-layered access control

•	 Attribute-based access configuration

•	 Secret and Private Attributes

•	 Communities-of-Interest Architecture

•	 Data Classification & Security Clearances

•	 Sensitivity & Releasability Aware

•	 Machine-readable Annotation

•	 Deep Ethical Walling

•	 Zero-trust Architecture

•	 Enterprise End-to-End Encryption

•	 At-Rest Encryption

•	 Immutable Data Architecture
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Deployment Model
MindLink is a stand-alone system designed for flexible 
deployment and integration with existing mission IDAM, 
compliance and PKI Infrastructure.

•	 On-premise or air-gapped networks
•	 Public, Hybrid or Sovereign Iaas/PaaS clouds
•	 Clustered backend service
•	 Linear scale-out for capacity and availability

Required Dependencies:

•	 Windows Server 2016+

•	 MS SQL 2016+

Sample Hardware Node: 
Specifications

•	 Quad Core, 64-bit CPU 

(2.4GHz)

•	 Gigabit Ethernet Connection

•	 16GB RAM

•	 1GB Available Disk Space

•	 2000 active connections

Installation & Support:

•	 Stand-alone Binaries

•	 Agile, incremental software 

release cycle

•	 In-place Upgrades

Supported Platforms:

•	 Internet Explorer 11+, Google 

Chrome, Mozilla FireFox, 

Safari

•	 Windows, Mac and Linux

•	 iOS and Android phone and 

tablet devices

•	 MDM-capable

Licensing
•	 Client access license model (Anywhere, Mobile). 
•	 Pricing per-user per-month. 
•	 Free-trial available including implementation services.
•	 Additional 24/7 enterprise support package.

Documentation
•	 Technical Documentation available at: 

docs.mindlinksoft.com

Sales
•	 Contact our sales team at:

sales@mindlinksoft.com


